Meeting the Moment: Transforming the
Digital Credentials Space

I>"|
=
2

February 2021
Wendy Kilgore, American Association of Collegiate Registrars and Admissions Officers (AACRAQ)




This research has been sponsoredHbyland Hyland's content services platform helps
educational institutions automate processes, impr@fécienciesand enhance the student
experience across the digital campufom advancement to enroliment managemetot
student affairs and senior administration. Learn morédgtand.com/HigherEducation



https://www.hyland.com/en/higher-education

Contents

[ (= = (o PP PO PPPPPRPPR 1
g oo [0 [o1 1 o] o RO PP PRPP TP 1
(O0] ] (=) 4 PR 2
(= VN T LT T 4
Y 0] 0] 0 7= T o 5
RESUILS. ...ttt e e et e e e e e e e e s e st bbb e e e e e e e e e e e e s e nnnnnrnnnreeeaesd 6
Current Dgital Credential USE............uuuuiimiiiiiiiiii e 6
Satisfaction with Digitally Signed PDF transCriptS..........oooviciiiiiiieiiieeee i 8
Satisfaction With EDX tranSClPLS. ......uuurriiiiiieeii it 9
Digital Credentials Under ConSIderatiQn............oooouuiiiiimeiiiiee e 9
Familiarity with, Use of, and Perceptions about Blockchain.................ccccoeeunnnnne. 11
Digital Credentials Technology Platform CompariSON. ... 13
(0401 T PP PPPPP T TTPTPI 14
SUMMALIVE STALEMENT. ... .. 15

RS OUI C S . ... e e e 16



Preface

Theacademicredentialing landscape is rapidly evolvitrgstitutions of higher education must
meet this critical moment in the evolution of how learning is delivesstessedand
recognizedThe economic and cultural upheavals brought abouth®yCOVIEL9 crisis have
accelerated theneed foran expandedsecure interoperable,andwidely portable approach to

the recognition ofacademic and caourricularaccomplishmentsThe technical architecture is
alreadyavailableto give learners meaningful agency over their records and accomplishments;
provide recognition of all types of learning experiences; and ensure that data security, fraud
prevention, and equity seamlessly cas&xDespite the advantages, adoption of new credential
architectures remains low and slow.

While someeducational institutions have shifted to issuiB®Xdigitally signedPDFs or
blockchain verifiable credentiglseliance on papebased credentials is still widespread. While
both paper ancevendigitallysignedPDF credentialing solutions have worked well enough,
there are stillunaddressed challenges facing studertmployers and other educational
stakeholdersn a global learning and employment marketplace. Existing processes that
generate additional frictio—such aghe inability to reuse the same credential for verification
purposescumbersome processes faccessing recorgdand lack of electronically readable
documents—create inefficiencies anthaycreate unintended barriexfor learnersto pursue
additional education or employment opportunitielé.isimportant that higher education
leaders develop a deeynderstanding of the potential value and limitations of a variety of
digital credentialing approaches and technical architectuasshey lead and prepare their
institutions processes and peopte embrace currenadvances in digital credentialing.

Open free, unmediated, and lifelong access to learner records is foundational to supporting
learner agency, a core tenet of the modern student experieitas.our hope that this research
will foster anunderstanding of the currendtate of thecredentialing ecosystepas well as
discussion of the futuretate, andhelp accelerate the adoptioof newor enhanced existing
technologies taneet this moment

Introduction

The COVIEL9 pandemided many institutions to rapidly adjust iperson andpaperbased
academic recordprocesses to rapid, secure digitization of all types of processes. In late spring
2020, AACRAO completed a series of Ca@Minpact surveys and repottOne f@us topic

was official transcript receipt, delivery, and printiddembersshared howtheir processes were 1
changed because of the shift to remote work amdether theywere seeking to adopt
electronic transcripts in direct response to COYDAt that time, data indicated about a -

1 https://www.aacrao.org/researckpublications/research/specidbpicsreports/
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guarter of respondents were evaluating options to implement one or more solutiosspport
digital officialtranscriptsand other credentials

Data from the COVHD9 impact surveyghe identification of blockchain as a technological
priority on the national level by the U.S. Department of Educdtiand the rollout of the
American Council on Educati@hockchain Innovation Challeriggre indicators of increasing
interest in ways to provide digitally native, secure, and verifiableamgdls directly to

learners. Thigncreasing interest in blockchaied AACRAO to partner with Hyland Credentials
on thisresearch

Context

A digital credentiain the context of higher education providesoof of competence, training,
qualification, or educational attainment tied to a persdrhe use of digital credentials can help
support student transfer, enhance the recognition of learning, and address concerns about
credential fraudForthis report, and the suvey on which it is basedigital credentialsefer to
any of the following

DigitallySigned PDFa scanned or generated document that has been digitally
signed (including transcripts)

Micro Credential/Digital Badge digitalcertification for specific skills and
competencies, typically an image file pointing to hosted data

Electronic Data Exchange (ElaXdligital credentia{primarily transcriptsyhared
primarily between institutions using one or more of the various formats
including EDI and XML

Blockchain Verifiable Credential:natively digital document, digitally signed,
that also leverages the blockchain as a secure anchor of trustdependent
verification (including transcripts)

Theuse ofdigital credentials in higher education is not new. In fact, the AACRAO SPEEDE
committee marked its 3§ear anniversary in 2020. The work of this committee is focused
primarily on encouraging institutions to adopt an electronic data exchange format (EDX) to
support sharing education records inmechinereadableformat electronicaly. In addition, n
1989 the National Center for Educational Statistics convea¢askforce to determine the

2
2 https://tech.ed.gov/blockchain/ -
3 https://lwww.acenet.edu/Researcinsights/Pages/BltkchaininnovationChallenge.aspx
4 Digitally signed PDFs are not digital credentials but instead are digital files. However, since they are widely ussrdeniciion and
thought of by many to be “digital” (i.e., n o t withiratipealigitpl credentials ar e i ncl uc
landscape

5 https://lwww.aacrao.org/resources/newsletterslogs/aacraeconnect/article/celebrating30-yearsof-aacrao'sspeedecommittee
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viability of a national system for the transfer of electronic records between institutibimis
taskforce identifiedsix goals still salient togé

1
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faster transfer of student records”

“timely and appropriate placement into
“increased reliability & consistency i
“I'ncreased security over other exchang
“reduced direct and indirect costs”
“promotoifogreater national compatibil it
1997 pg. 5)

AACRAO has encouraged the adoption of maeteaelable transcripts for three decademda
modest percentage dhstitutionshave adoptecne or more EDX solutisnMore recently,
several institutions began to issiRDF40 address some dhe need for electronic distribution
of credentiat. However PDFsare generally not considered digital credentjasthey are not
readilymachine readabl@ndcannoteasily be verifid orupdated.As footnoted on page two
PDF inbound and outbound official transcripte included in thdist of digital credential
optionsin use today sincenany in higher education considaPDF to be a form of digital
credentialsimply because it isot paperbased(i.e., digital credential = not paper$ shared
electronically and may include somgrotective measuresdforts such as EDX and other
formats still have limited adoptioand as such, the goal of widely available digital, portable,
and cure credentials remains unmet

Blockchain or distributed ledger verification is a relatively new addition to the digital credentials
arena having been around since about208d.c or di ng t o t he U. S. Depar:
videoIntroduction to Blockchains for Educatfrs . blackchains are a type of database . . .
based on a list of chronological data muiie a financial ledget As explained in the video,
eachsubsequentecord is connected to thprecedingrecord through a piece dhat record

thus making itnearly impossibléo insert an undetectable changBata for each record is
distributed across severabdesin the blockchain network. Each keeps a cagtglcopy of the
record and they all work irtonsensuso validate theauthenticity of therecord. Digitally

verifiable credentials that leverag#ockchain oiother distributed ledger technolagsoffer
someadvantages over other digital credential formats in ttiay providefor recipient

ownership and control over their official recordsstant cryptographic verificatigrand cutting-
edgedocument security

This report summarizes data from thecent AACRAO survey on the use of digital credentials.

It also includes a comparison of the digital credential technologies and set of recommendations
around building out a responsive digital credentialing ecosystelnigher education.

The survey was congiked by319respondents fronthe ACCRAO communitythe United 3

Statesand Canada.

«

6 SPEEDE EXPress A business case for the electronic exchange of student recordenicaetevith the U.S. Department of Education
National Center for Education Statistics. Sierra Systems Consultants, Inc. April 17, 1997
7 https://www.youtube.com/watch?v=IbVX4sCAftM
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Key Takeaways

Keytakeaways include
1 32%planto devote more resources to the digitization
of credentials in direct response to ti@&OVIEL9 32%
pandemic Plan on increasing resources
54% view credential fraudsa concern for digital credentials
89%report usingat least onetype ofdigital
credential today-this includes digitallysigned PDFs
1 Key goals for digitization of credentials focus on:
o Hficiency
o Reducing fraud
0 Improving the inbound and outbound
transcript process
i1 AlthoughPDEB dominate the landscape of electronic
transcripts just 4% have implemented machine
readabletechnologyfor at least some of their

= =4

inboundPDRranscripts 89%
1 More than a third view open badges/micro Issue one or more
credentials as having great promise for recognizing el

multiple pathways and accomplishmentsit 48% do
not consicekr them part of the official academic record

1 50% have no familiarity with blockchain technology
and how it can be used in higher educatidinere
remain key knowledge gaps about the value of
various types of digital credentials.
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Approach

Weused the Qualtricsurveyp | at f or m t o depl oy a survey to

for institutions in theUnited Statesand Canadalhree hundred and nineteenstitutions of
mixed characteristiceesponded Institutional characteristics of the sample include:

)l
1

1

37% public58%private, not-for-profit and 5%private, proprietary

15% lower division only, 18% undergraduate on&6undergraduate comprehensive
6% graduate and/or professional, and less than 1% system offic&loer” category
54% enrolfewerthan 2,500 studentsl7%enroll more than 10,000

The survey was incentivizedth a random drawing foone of 20 $25 Visa gift cards for
completing thesurvey. Incomplete responses were not eligible for the incentihe. digital
credentials landscapsurvey includec mix of fixed response and op@mdedquestions about
the following:

T

1
)l
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Impact of COVIEL9 on thinking about use of digital credentials and recognizing learning
from nontraditional pathways

Level of institutional concern about credential fraud

Current and possible future use of digital credentistte perceived value afsing digital
credentials and the challenges to adoption

Perceptions of the value of digital credentials to the institution and by students and
other end users

Level of trust of digital credentials

Satisfaction with select digital credentials currently in use

Respondentamiliarity with and perceptions of blockchain technology
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Results

Rapid changes in higher education policy, practice and the use of technotogyred in 2020
in direct response to the COVI® pandemicRespondents indicated that they are respamgli
to these transformational changes by:

i allocating more resources to digital credentials (32%),

i expanding efforts to support transfer students (22%)¢l

i1 expanding the recognition of learning from nontraditional pathways (12%).

In addition, morethan half of institutions list credential fraud as a congeshthose, nearlyone
in five are actively addressinyis concern

Digital and/or physical credentiatsaybe used by students and alumni fegveralpurposes.

We asked respondents to tell hew they believe students use credentials. While 6% believe
students do not really use them, the remaining 94% selected multiplelysstidents 86%

use digital credential® share with prospective or current employers; 71% to transfer to
another insttution; 47%to share with government or other public agencies; and 39% to link
them with the professional profile.

Current Digital Credential Use

Nearlyninein 10institutionsclaim touse one or more digital credentiatsirrently, with just
11% reportinghat they arenot using anyOf those using digital credentials, most are using
digitally signed®DFsa digital file produced by AdoBghe most common digital credentials
includingPDFsare related to inbound and outbound official transcripgsd the leastommon
are combined learner and employment recar(2%)(Figure 1)In addition to the credential
type options proffered in the survey, respondents listagitél diplomas and aéficates as
examples obther types of digital credentials in use.

Figure 1: Use of Digital Credentials

Digitally signed PDF inbound transcripts I 7 4%
Digitally signed PDF outbound transcripts I 70%
EDX incoming transcripts I 21%
EDX outbound transcripts I 13%
Open badges/micro credentials 1l 8%
Comprehensive learner record M 8%
Other W 7%
Student employment record B 6% 6

Blockchain verifiable credentials W 4%

Combined learner and employment record B 2% -

8 https://www.adobe.com/
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Althoughonly 8% report using open badges/micro credentials, all were asked about their
institutional view abouthem, and opinions variedn the aggregate, ore than a thirdview

them as having great promise for recognizing multiple pathways and accomplishaeth®®8%

think they are what students want. However, 9% believe they are not recognized by employers
and otherinstitutions, and 48% do not consider them part of the official academic record.

Comparatively, among the 8% who currently use open badges/micro credeiitétsview
them as having great promise for recognizing multiple pathways and accomplishr@eis
think theyare what students wantand 39% do not consider them part of their own
institution’s official academic record.

When the data is examined for the most commmymbinations ofligital credentias in use
digitally signed PDF inbound and outbound transcaigtthecredential combinationn use by
the largest percentagef respondentg37%)(Table 1). Aother &buse digitallysigned PDFs
and EDX for inbound and outbound transcripts as their only digital credentials.

Table 1: Digital Credentials Use Combinations®

Combinations in Use Percentage
Digitally signed PDF inbound transcripts and outbound transcripts 37%
Digitally signed PDF inbound transcripts and outbound transcripts, EDX incoming transcripts and 2%
outbound transcripts

Digitally signed PDF inbound transcripts 7%
Digitally signed PDF inbound and outbound transcripts, EDX incoming transcripts 3%
Digitally signed PDF outbound transcripts 3%
Digitally signed PDF inbound and outbound transcripts, Other 3%
EDX incoming transcripts 3%
Digitally signed PDF inbound and outbound transcripts, Open badges/micro credentials 2%
Digitally signed PDF inbound and outbound transcripts, Student employment record 2%
Digitally signed PDF inbound transcripts, EDX incoming transcripts 2%
EDX incoming and outbound transcripts 1%

Severalnstitutional goals might beupportedusingone or more typsof digital credentiad.
Data indicate that most believe efficiency, fraud protection, student mobaity cost
reduction are supportedsingdigital credentialsKigure2).

Figure 2: Institutional Goals that Might be Supported by
Digital Credentials

erfciency |
Fraud protection | ¢
Student mobily I ¢

Cost reduction - N -‘

Equity | NG s
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Apart fromopen badges/micro credentials, digital credentials are generally well trusted by
institutions, studentsemployers,and other stakeholders (Table 2).

Table 2: Level of Trust by Digital Credential in Use

Well Moderately Slightly well Not well

Digital Credential trusted well trusted trusted trusted atall Count
EDX outhound transcripts 92% 5% 3% 0% 37
Digitally signed PDF outbound transcripts 90% 9% 1% 0% 187
EDX incoming transcripts 86% 10% 3% 0% 59
Digitally signed PDF inbound transcripts 83% 15% 2% 1% 200
Blockchain verifiable credentials 78% 22% 0% 0% 9
Student employment record 64% 36% 0% 0% 14
Comprehensive learner record 61% 33% 6% 0% 18
Combined learner and employment record 50% 50% 0% 0% 6
Open badges/micro credentials 14% 68% 18% 0% 22

Satisfaction with Digitally Signed PDF transcripts

Nearly threein four use digitallysigned PDF tragsipts for inbound74%)or outbound(70%)
official transcriptsand as sucjwe wanted to understand from users whether PDF transcripts
met expectations. As stated earlier, RlaBnnot be updatedand there isan unquantified level
of work required to ma& inbound PDFs machine readatesliminate or greatly reduce the
manpower needed to translate the PDFs to data in the student information sy&faitke EDX
and blockchain, PDFs need intervention to be machine readable.

Even though almost al06%) curent usersagree thatPDF transcripteneet expectationsfewer
than half (49%believethey improve the outbound transcript proceds’%believethat they
improve the inbound transcript procegsck of machine readability notwithstandingnd 67%
experience cost savinggpresumably over paper processé®ugh this isot explicated
addressed in the survéyAmongthosewho noted PDFs fall short of expectatigtisey cited

the following reasons for why they were dissatisfitatk of machine readability, security risk,
no processmprovement and vendor dependency

Those satisfied with PDF transcripts were asked a series of fopjayuestions. The firstas,

0Are any of the PDF transcripts you receive machine readable? That is, staff do not have to look
at the PDF transcript (with few exceptions) and hand enter the transcript data into your student
AY T 2NYI G AQffhoséwdhakie® Wither inbound PDF tranguts were machine

readable at their institution95%indicated thatthey arenot machinereadable sothis

technology did nosolve any efficiency or interoperability/transfer issuAsiongthe sixout of

151 institutionsthat could confirmmachine readable PDF transcrijpighis samplefour noted 8
that this represented 5&to 74% of inbound transcript®ne noted 25%to 49% and another
lessthan 10%. To@e x pensi ve” tops the reasons why

and 16% indicate they do not know how the functionality would improve the inbound transcript
process (Figure 4).
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Figure 4: Reasons Inbound PDF Transcripts are Not
Machine Readable

To expensive | 2/
Incoming transcript volume to small to make
I 1%

the effort and expense worth while

To complicated to maintain | MMM 20%
Concerns about accuracy | NNRNREGEGEGEG 17%

Not familiar with how it would improve
incoming transcript processing

I 6%
I don't know/Unsure NN 14%

Forty percent selected “ otrs@iptsareedmacmnenot | i st
readable at their institution. The following are emergent themes in the epeded responses:
1 Had not really thought about how much that could change the utility of the document
until now
Currently in process of implementing
Too fav internal resources to implement
Too many competing IT projects
Too few incoming transcripts to warrant the effort
Lack of buyn
Receives transcripts from too many different institutions to support cost and time to
implement a template for each
i Lack ofa high enough percentage of demonstrated accuracy to necessitate the effort

=4 =2 =4 8 -8 2

Satisfaction with EDX transcripts

Fewerthan a quarter use EDX for inbound or outbound transcrigfeasked this group the
same questions about their level of satisfaction witle tfigital credential solutiojm=61)
Ninety-seven percent report that EDX meets or exceeds expectatidase than three quarters
report an improvement in the inbound transcript process using;BbB% saw improvement in
the outbound processand 40%noted a cost savings.

Digital Credentials Under Consideration

More than half (58%) are considering adding one or more digital credentials at thistitneo

one solutionis being considered by more than a quartereépondentgFigure 5). The 9
response choice “digital diplomas” was not pr
respondents listedt is as one digital credential being considered. It is unclear whethegitl -
diploma is a type of secured PDF or some other solution.
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Figure 5: Digital Credentials Under Consideration

Open badges/micro credentials I 1%

Comprehensive learner record I 19%

Digitally signed PDF outbound transcripts I 1%

EDX outbound transcripts S 13%

EDX incoming transcripts N 11%

Blockchain verifiable credentials G 10%

Digitally signed PDF inbound transcripts [N 5%

Combined learner and employment record M 1%

Student employment record M 1%

The likelihood of adoption of new digital credentials in the nex242months varies by

credential with transcript solutions sitting in the top four positions of urgency (Table 3).

Table 3: Likelihood of Adopting New Digital Credentials in Next 12-24 Months
Neither likely

Extremely = Somewhat

Digital Credential likely likely

nor unlikely

Somewhat

unlikely

Extremely
unlikely

Count

Digitally signed PDF 49% 36% 8% 3% 5% 39
outbound transcripts

Dlgltally signed PDF inbound 47% 20% 7% 0% 7% 15
transcripts

EDX outbound transcripts 35% 27% 16% 19% 3% 37
EDX incoming transcripts 32% 29% 19% 16% 3% 31
Combined learner and 259 5% 0% 25% 959 4
employment record

gzzg:;:&es/ micro 21% 6% 18% 14% 2% 57
Other 20% 47% 20% 7% 7% 15
Comprenensive [eamer 14% 25% 24% 20% 18% 51
S:Z;ch'l?;:;"e”ﬁab'e 14% 32% 32% 14% 7% 28
Student employment record 0% 0% 50% 25% 25% 4

Most expressed some concerns about implementing new digital credential solubiolys

7% had no concerns about doing so. The list is headed by the concern about enough staff to

support the new technology (64%) and data security and compliance (62%¥g(6)gOther

concerns listed by respondents include integration with other systems, adoption by outside
agencies (e.g., government agencies),-bufrom faculty, and time to implement.

10
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Figure 6: Primary Concerns About Adopting Digital Credentials

Staff to support new technology [N /%
Data security/compliance | NNNNINININIGELDNNE 2%
Vendor dependency I /50
Recurring costs [N -0
Too many credentials to have meaning | NI 3%
Credential not able to be verified | NI 17%

Potential lost income or change in processes | NI 13%

Familiarity with, Use of, and Perceptions about Blockchain

As notal, blockchain is a relatively new technology. When asked about a personal level of

familiarity with blockchain technology and how it might be used in higher education to
“Iinstantly validate the authentici bgthirf any d
party intermediaries hal f i ndicated they are not at all
are slightly familiarand just 9%are very or extremely familiar.

Opinionwas collected on how the use of blockchain verifiable credentials in higher education
may enhance equity and accedsalf either do not have an opiniaurrently (47%) oibelieve

use of this technology has no impact on equity and access (3%). Amondnénenatf, 37%
believe it makes transferring and continuing education eadi@dobelievethat blockchain
supports instant verification by employe@nd 47%believeit provides the student with agency
over their learning record.

They wer e Vihhtsmpactads yoehbdlieve blockchain verifiable credentials could have

on higher education in general and other stakeholders such as employers, public sector licensing
agenciesk YR O2y (A ydzA y3 SARdzr@thasé vihg thoudh@hdere ¢dGd\E esné

or more i mpact s, nmoproeed acbeassrno em@oynment arel bdeicatioefdr “ i
students  a nade datarsecurity and safetyJust oveia third think there could be an

increased trust in credentialEifteen percent believe there would be nopact.

Respondents not already using blockchain digital credentials were asked how they thought

their institution might use this technologyAlmost half thought it might be used to further

automate the transfer credit procesand less than a quarter thught their institution might

add more credential types such as a comprehensive learner record (Figideré)than a third 11
were unsure about how their institution might use blockchain digital credentials.
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Figure 7: How Blockchain Credentials Might be Used at Your institution

Further automate the transfer of credit process [ NN /5%
Further automate the admissions process [ NNNNNINIGINGEGEGEGEGEGEGEGEGEGEGEGEGEGEGENEEGNE 210
Eliminate or reduce the credentials request processes | NN 7%
Issue credentials for current students | NG 2o
Issue credentials to alumni [ NNENGNGGGGEEEEEE 5%

Issue more credential types (comprehensive learner record,
learner and employment records, transcripts, etc.)

I 220

The 23 respondents who indicated that their institution is considering implementing blockchain
credentials were asked how they intend to use this technoltmprder ofmagnitude of
responsesthe credentialsunder consideratiorare as follows: outboundranscripts, open
badgesmicro credentialscertificates for executive education programs, specialties or
continuing education, and inbound transcripts.addition, heyaimto gain several benefits by
adopting blockchain credentiglwith efficiencycoming in at number onéFigure 8).

Figure 8: Benefits Sought by Implementing Blockchain Credentials

Efficiency [ N NG 722
Improved perceived digital capability by students | R -/
Improved student mobility | NG 5o
Reduction in costs to support credentials | NG 220
Improved fraud protection | NG 220

Stakeholder preference for the security associated with

. |
blockchain 32%

Improved equity [N 24%

Twelve institutions noted that they are already using blockchain credepdiatsthey use this
technology for one or more of the following: diplomas/certificates, inbound and outbound
transcripts, and comprehensive leamrecords. Benefits realized by adopting blockchain digital
credentials are reported to includan improved perceived digital capability by students

efficiency student mobility equity; fraud protection cost reduction andincreasedsecurity A

few curent users hope to further use blockchain to eliminate or reduce the credentials request
process, further automate the transfer credit process, and issue credentials to alumni and
current students if they are not already doing so. 12

qd
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Digital Credentials Technology Platform Comparison

We sought input from the AACRAO SPEEDE Committee members arsd@tiedineate the
advantages and disadvantages of each of the three main solutions for digital credentials in use
at this time. The information included belowingended to provide a brief examination of each
rather than an exhaustive list.

Digitally Signed PDFs

Advantages

Relatively lowcostelectronicmethod to deliver to institutions andmployers

Often is less expensive than paper on a-panscript basis

Supported by a variety of vendors

Less time needed to process outbound credentials thpaperbased process

When implemented as a machiteadable solutionsaves time on inbound transcript
processing including transfer credit evaluation

=2 =4 = =4 2

Challenges
i Can be misrouted (wrong email, spam filterdta security risk

i1 Expiration policieand vendor controinake retrieval and discovery during any audits a

challenge

Digital signatures are typically completed by vendors not the issuing institutio

Cannot be instantly revoked in cases of fraud

Forged and fraudulent PDFs are prevalent

Verification is difficultThe credential needs to come directly frahe issuing institution

andnot asa link emailed by a student to count as officialdependentverification by

third parties is difficult

1 When not implemented as a machuneadable solutioninbound transcripts require
manual processing

1 Nonstandard document retrieval processes across multiple vendors and institutions
that issue directly can be cumbersome for receiver unless automation is an option

= =4 4 A

EDX
Advantages
i Standards are consistergnabling partners t@utomate data loading intotsdent
information systems
1 There are technical and operational resources available for free to assist with
implementation (AACRAO SPEEDE, PESC schemas, XML spy, SPEEDE server)
i1 Data ismachine readable and electronicathansmitted, whichreduces data entry 13
workloadand diminates data entry errors when programmed correctly
i State, provinceand district initiatives exist to increase efficiency across many partn‘
andsenders and receers are identified
Costreduced for senders and receivers
i Structure is stable and forward/backward compatible

=a
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i Compatible with SEVIS, IPEDS & NCATE, CrosswalksXMLE&Hd vicerersa available
1 Some Sl8endorssupport it

Challenges
1 Notsupported byall SIS vendors éranscriptvendors

1 Processeand workflows mayeed to be reengineered to support EDX

1 Mapping datebetween SIS and incoming or outgoing EDX scleama
be cumbersomebut is a onetime effort

f Low participation rates

1 No convesion toolcurrently exiss between standard formats (EDI, XML, JSON)

1 The receiver needs to be flexible to accept whatever the seisdaneferred format is
(can make finding partnerships challenging)

i Perception of aroverly compleyprocess

Blockchain
Advantages
i The records are issued directly to the studerthey can make multiple copieseach
verifiable.
1 Enhanced data securityinstitutions are no longer responsible for sharing data on a
student’'s behalf
Instant and permanent revocation is possible
Instant verification byhird-parties
Tamper evident
Most are fully machine readableinstant ingestion into SIS systems, reducedhan,
and even OCRrrors

= =4 -4 9

Challenges
i Lack of understanding of the technology and how to implement

i1 Lack of understanding of use on the part of recipients, verifiers (students, employers,
public sector agencies)

1 Perceived complexity and seen as an emagygethnology

1 Need to integrate into existing SIS and other systems

Closing

This survey enabled us g@in a perspective otine current landscape of digital credential use
at institutions in the Wited Statesand Canada. We also hawsstitutional perceptians of the
utility of digital credentials currently in uses well agligital credentials being considered. While 14
EDXand PDFelated solutions have been around for decades, blockchain digital credentiab
are the new kid on the blo¢lknd thatis evidentin the usagedata. Few were confident in their
understanding oblockchaintechnology
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Thechallenges identified in 1®8oersist and the current crises have only served to add to
these challenges. Massive transformations in the way learninccissaed, assessed,
recognizedand validatedbver a lifetimenecessitate thateaders in higher educatidook to
new solutions to meet this momensignificant knowledge gaps related to the various digital
credentialing solutions remaiparticularlyaround aspects of scurity, utility, complexity to
solution, and expectedefficiencies

Investments should be made in educating the higher education community around the
advantages and challenges of the various digital credentialing options, to clarifyidachn
requirements, explain the relative security threats, and detail the requirements for
implementation and operationalization.

In general, we advise against implementing any technotbgydoes not improve existing
practice and service to studentdowever, when considering which digital credentsdlutions
to implement the following goalshould be included in the assessmentludse selected:
i Support advancing the interoperable learning records ecosystem
1 Increase the efficiency of digitatedential processing (transcripts, comprehensive
learner records, diplomas, etc.)
1 Increase the efficiency of the transcript inbound process to take full advantage of
automated transfer articulation processes available at your institution

1 Increase the podbility of institutional credentials
i Is/areequitable
1 Enables institutioato ensuredigital credentialsare efficiently and securelgccessible

to all stakeholders- students, alumni, employers, other institutions of higher education,

and certifying agencies

Summative Statement

Leveraging new technologiés support a new level of student agency over their learning

identities is not simply a technological and process shift. It is a fundamental assertion toward

greater equity, empowermengnd selfdirected pathways of learnindexamining current
practices and educating the community is integrah&pinginstitutions of higher education
meet the moment.
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Resources

1 White Paper on Interoperable Learning Reccerdgnerican Workforce Policy Advisory

Board
1 U.S. Department of Education Office of Educational Techgel@fpckchain in
Education

U.S. Department of EducatierData Transfer and the Larger Education Ecosystem
Postsecondary Electronic Standards CouR&ISC)

AACRAQO Electronic Records and Data Exchiasgerces

SPEBE serveresources

EDUCAUSEBIockchain

EDUCAUSE/Hylardefendingthe Value of Higher Educatiomdustry Insights

=2 =4 4 =4 8
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http://developers.imsglobal.org/sites/default/files/articles/ILR_White_Paper_FINAL_EBOOK.pdf
https://tech.ed.gov/blockchain/
https://tech.ed.gov/blockchain/
https://studentprivacy.ed.gov/resources/data-transfer-larger-education-ecosystem
https://www.pesc.org/pesc-approved-standards-1.html
https://www.aacrao.org/resources/electronic-records-data-exchange
https://www.speedeserver.org/
https://library.educause.edu/topics/emerging-technologies/blockchain
https://er.educause.edu/blogs/sponsored/2020/6/defending-the-value-of-higher-education

